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UNITED STATRS DELECATION

CONCEUNING
IHE STiATEGIC SIGNIFIC.NCE OF STAL JUAD COMMUNICATIONS CABLE

(Ttem 1526)
References: COCOM Documents 3464, 3472

1. The United States Delegation belioves that the diseussion thus far of _
the communications cable under examination by the Committee has not fully
elucidated its great strategic importance and has sometimes been tco teehnical.
The United States Delegationm, therefore, wishes to present in as non-technical
terms, as possible, a resumf of the reasons why the characteristics of this cable
make its denial to the Soviet Bloc mandatory .

2+ The cable desired by the Soviet Union has certain basic characteristics.

It is composed of about 14 star quads (explained below) with a diameter for the
most part of 1.2 mm., The cable has & mutual capitance of 026 microfarads (the
same as 26 nanofarads) per kilometer. It is sheathed in lead or aluminum and
shielded to keep induced voltage to a factor of 0.1. It is somebimes armored
with steel bands. In total, about 6000 kilometers of cable are being sought by
the Soviet Unlon. There are other minor features of the cable, including the

5 signal wires, but the foregoing are the fundamental and determining ones. In
order to understand why the cable is strategic these characteristics must first
be understood.

3. The term "star quad" or sometimes "spiral four! is the key to identifying
this cable as designed for modern commmnications needs. & quad means four wires
or conductors grouped together. A "“star quad" means four wires physically ar—
ranged in a square and twisted in a very precise way to provide special cloc—
trical characteristics not possible in four wircs laid flat or otherwise grouped
in a cable. The Soviet cable is about 14 star quad which is 28 pairs or 56
single wires.

4o Matual capacitance is onc of the factors determined by the foregoing
"star quad" arrengement, This is an electrical characteristic in conmunications
cable which basically affects how many channels of communication can be squeczed
on the four wires,

5. The digmeter of wire in cable generally determines how far apart
amplifying units must be placed., That is, the larger the wire diameter, the
further apart these stations can be placed and, therefore, the fewer amplifiers
are nceded. Thus, wherc the distance to be covered is great and the arcas to be
crossed arc remote, the wire should bo relatively large. 4 diameter of 1.2 mm
is considered a good size for long distances.
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6, Sheathing is the outer covering of the cables. It protects the wires
inside from moisture, dirt and damage by ingects, animals etc. It is used on
all outdoor and much indoor cable, Lead or lead alloys are a standard sheathing
meterial because they are flexible, do not rust and arc easily joined.

7+ Shielding is an clectrical protection for the wires to prevent the
interference of other electrical forces such as those from parallel electric power
lines (including electrified railroads), from clectrical storms, nearby clectrical
installations and magnetic disturbonces associated with the aurora borealis., It
can be accomplished with aluminum foil, extornal steel armoring or other matorials,
Shielding, too, is common practice throughout the world for all types of communica—
tions cable. How heavy the shielding must be depends on the outside interference
expected and the clarity desired in the communications in the coble. The Soviet
specification that induced voltage shell be kept to a factor of 0,1 (paragraph 2)
suggests that the cable is to be shielded against interfercnce from an clectrical
installation and that the communication is to be of high fidelity.

8+ Armoring is physical protection to save the delicate wires in the cable
from damage by crushing or cutting. Usually it is a tough spiral steel band wound
around the cable which also provides shielding against undesired electrical inter—

ference, It is a normal means of protecting any outdoor cable laid directly in or

"~ on the surface of the carth.

9+ It 1s the foregoing characteristics of o cable alone which can be debor—
mined in its manufocture, While these characteristics disclose relatively little
about how the cable will be uged, they do reveal a great deal about how the cable
can be uscd. The following explanation will illustrate how cable with specifica-
tions similar to those of the c-ble requested by the Soviets, can be used,

10. The USSR has indicated that some of this cable is to be "loaded" or
"charged". Loading is o simple means of extending the distance over which a
telephone conversation con be carried by wires. It consists simply of carefully
wound bobbins of wire which arc connected to the cable at regular intervals,
usually about 1,7 kilometers. Those bobbins are added to the cable vhen it is
installed and are simply oxternal attachmonts. It is impossible to know from
studying a plece of cable whether or not loading will be used. (When cable is
loaded it can accommodate far fower channels of communication than when uged with
the modern electronic devices described belows) The Soviet claim that the cable
is to be loaded cannot be verified until the cable is installed. Others can de—
termine, however, how the cable is capable of being used.

11l. To begin with, the cable desired by the Sovicts meets the standards
estoblished for communications cable by the International Telephone and Telegraph
Consultative Committee (CCITT), a body of the Intermational Telccommunication
Union, This international orgaonization has agrecd upon standards for communice—
tions in order to standardize and improve the technical quality of European
telephone, telegraph, radio and television practices. In Yolume IIIbis of
the XVIITth Plenary Asscmbly, Geneva, 3«14 December 1956, of the International
Telephone Consultative Committee (CCIF), page 93, the following specifications are
given for multichannel communications cable - Type II: Diamcter 1.2 mmj offective
capacitance per kilometor, ,0265 microfarads, This is identical with the Soviet
specifications. (The absence of mention of shiclding, sheathing and armoring is
not relevant., These features ere added to cable depending on the enviromment in
which the cable is to be laid.)
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12. Cable of such carcfully enginecred characteristics can be used in
mony ways. Normally cable of this dogree of refinement is not used with loading
which works just as well on less complicated cable. FHowever, star quad can be
used with loading and it can then carry about 1i long distance telephone channels
for ecach quad. Thus, if all of the 14 star quad in the Soviet cable wore loaded,
it could accommodate about 21 long distonce telephone channels.

13. More modern practice, however, is to use "carrier! equipment with this
cable. (Carrier is an clectronic systom used for many years which permits mony
channels to be squeezed on the same star quad. Normal types cannot be used on
ordinary quad cable and nonc can be used on a cable equipped with loading.) In
faet, this cable is specifically cngincered for carrier usc as indicated in the
COITT specifications and in manufacturcrs catalogues, such as that issued by
Standard Telephones and Cebles Limited, London, With relatively modern carrier
systems, available throughout the world, it is possible to put at least 12
telephone chonnels on cach star quad. This is a conservative figure. Many
systems used in Burope today get 12 to 60 telephone channels on cach star quad, If
the Soviet eable were entirely devoted to tolephone carricr, it could accommodate
a minimum of 168 telephone channels (12 telephonc channols x 14 star quads = 168).

14e It is common modern practice, however, to use additional equipment to
transmit much more communic:tions traffic on sbar quad that is possible in a
simple telephone conversation. In the past teleprinter (teletype) has been widely
employed to further incrense the capacity of cable to transmit messages. If
teleprinter is used, it can be substituted for telephone channels at a ratio of
12 to 18 teleprinter chammels for cach telephonc channcl, Thus, if the Soviet
cable were entirely devoted to teleprinter it could accommodate more than 2,000
gimultaneoug two~wey 60 word per minutc tcletype channels. (12 telephone
channels x 12 teleprinter channels x 1/ star quad).

15. The exact relationship of telcephone channels to teleprinter channels
cannot, of course, be determined by anyone but the Soviet Union when it installs
the cables In this conncction, it should be pointed out that the cable in
guestion can readily be laid double or cven triple and qurdruple in the same
operation, Doubling o cable at the time of installation is, in fact, standard
engincoring practice and somewhat more than doubles the number of channels of
communication,

16. Even without procceding further in examining the commnications potential
of the cable desired by the USSR, it is evident that it is capeble of handling
more communications traffic than the Trgns-Siberlan rallroad alone could possible
generate,

17+ There is, however, another dimension to the capacity of this cable
to which the United Stotes alluded in paragraph 3 of its Memorandum on
Merch 23, (COCOM Document 3472) and in paragraph 4 of its Memorandum of March 18
(COCOM Document 3464) but which has apparently not been clearly understood.
Further information on this point follows.

18, 1In its carlier Momoranda the United States Delegation said that the
Soviets could be expected to use this cable for thelr early warning system and
for digitel tronsmission. These allusions were significant and intended to convey
The serious concern felt by the United States about the intended use of the coble,

19. An early warning system is o network of devices designed: 1) to provide
instantaneous warning of the approach of enemy missiles or aircraft and 2) to
direct countermessuress, In this era of supersonic aircraft and missiles such a
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gystom must be on the most distant fronticrs to give warning in time for counter
measures to be takens Early worning is the sine gua non of survival in modern
supcrsonic nuclcar warcfare.

204 An carly worning systom congists, generally speaking, of mony radar
obscrvation posts which cover every inch of fronticrs These radar posts arc all
joined by radio or cable so that they can send to analysis centers the flood of
informition they gather tuwenty-four hours of cvery day. The system must also
ipclude similar communications channcls to direct counter measurcs: the launching
of missiles, the despateh of rota latory bembers or interceptor sireraft and
missiles. Knowledge of attack and orders for counter measures must be transmitted
in litorally scconds across entire continents. Both the information noeded to
opalyze an attack and the orders for countor mecsures are infinitely complex and
large in volume. It is here thot the volume capaclty and speed of information
processing of digital transmission bocomes crucinl,

2l. In recent years techniquos have been devcloped in the non-Communist
world and in the USSR as well, permitting an enormous increase in the amount of
information or volume of corrmmnicotions traffic which can be transmitted over a
singlc telephone channel. Tho details of these techniques are highly classificd
security inform:tion although they are in normal military use on o large scale.
lowever, it is generally known th-t with digital systeme vast quantitics of
information of any kind, whether ralating to railrosd operation, the course of
onemy aireraft or other nessaces can be clectronically compressed and trgnsmitted
in pulees measured in thousands of a second. Pre sently used digltal tranemission
systens can, conservatively, handlo roughly twice as much traffic as teleprinters.
The resulting communications traffic capaclty of o single channel on ccble or
radio 1s vastly superior to the methods previously used and now camionly used in
PIT services.

22, All of the foregring facts have a direcct bearing on the Soviet efforts
to secure communications cable. Assurdng that a part of the cable is used for
railroad operation, as claimoed, there will remiin o number of stor guads which can
be used for the Soviet carly warning systen and other military communications. In
fact, it would appear recasonable to asswie that the greater part of the cable is
Intended to be used for non-railroad comnmnications traffic, Assuming that the
Soviets use modern techniques, even a few channels would be adequate to carry an
enormous volume of militory commnications troffic,

23» Cnable plays a crucicl role in this highly complex. systems . Since cable
can be buricd and shiclded agninst external electricel influences. — either
natural or in the form of various types of artificial interfercnce designed to
sabotage clectrical communications =~ it is o safe means of cerrying the critical
information conveyed in an carly warning system at the instant of cnemy attack.
This is a vital feature of any carly warning system which must be totally reliable
under the most adverse conditions. The cable souzht by the Soviets conforms
precisely in its essentials to cable used by the United Statos and NiTO for their
own carly warning systens.

24+ In conclusion, it miy be taken as axiomntic that the commmunications
capacity of any calle depends not only on the numbor of conductors but on the
tneinecrine of the cable and on the way it is used. The United States assumes
that the Soviet Union will usc this cable in at leagt ag efficiont a way ag do
COCOM members.
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25. The United States Delegation believes thot these considerations
alone, aside from those previously submitted to the Committec by the United
States Delogation, demonstrate conclusively the strategic nature of the cable
in question. The United States Delegation reiteratos the view of its Government
thet no member government should permit the erwortation o»f this type of highly
strategic cable to the Soviet blocs
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